Ruijie Integration Guide

This guide walks you through the complete integration between a Ruijie / Reyee gateway and
Useroam Cloud — captive portal authentication (WiFiDog external portal) and legal 5651 syslog
forwarding.

44 Before you start: you need administrator access to the Ruijie web interface,
the gateway's active WAN IP address, and the hardware serial number printed
on the device label.

1 - Adding the device to the Useroam
panel

First, sign in to your panel at panel.useroam.com and add a New Device.

e Device Type: select Ruijie.

e 5651 Logging: tick the 5651 Logging checkbox.

e Device Serial Number: [CRITICAL STEP] enter the original hardware serial number in
full, exactly as printed on the label underneath the device or as shown in the web
interface. The Ruijie integration will not work reliably unless this serial number is correct.

e Device Address: enter the active WAN IP address the gateway uses to reach the
internet.


https://panel.useroam.com
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2 - Allowlist settings for trusted IPs
(Allowlist —» Dest. IP)

In the Ruijie management interface, go to Object > User Authentication > Authentication
Settings from the top menu. Under the Allowlist tab, select the Dest. IP option and allow the
Useroam Cloud server IP address ( 104.247.174.120 ) together with your hotspot service networks.

Ruijie | Cybrey QHome ©O&M  E@Policy = QObject @ Network £ System
(18] Adar ) .
Allowlist 580 Other Authentication Settings
5 @ create Tl Delete O Reiresh
Sre.IP Dest.IP URL  Sre.MAC
]
B3 Time .
Allowlist Description Operation

104.247.174.120 - Edit Delete
157.240.0.0/16 - Edit Delete
31.1364.0/18 - Edit Delete
31.13.24.0121 - Edit Delete
179.60.192.0/22 - Edit Delete
185.60.216.0/22 - Edit Delete
102.132.96.0/20 - Edit Delete
129.134.0.016 - Edit Delete
69.171.224.0119 - Edit Delete
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3 - Allowlist settings for trusted
domains (Allowlist - URL)

Switch to the URL tab in the same menu. Add *.useroam.com to the allowlist — guests must be able
to reach it before they authenticate. Also define URL rules for the messaging and operating-system
captive-portal detection domains that mobile devices use to verify the hotspot network in the
background (for example the WhatsApp networks).
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(] Addr _
Allowlist SSO Other Authentication Settings
® Create [l Delete & Refresh
Src. 1P Dest.IP URL Src. MAC
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Allowlist Description Operation
©
whatsapp.net Edit Delete
whatsapp.com Edit Delete
g.whatsapp.net Edit Delete
Memt vawhatsapp.net Edit Delete
mmg.whatsapp.net Edit Delete
media.whatsapp.net Edit Delete
static.whatsapp.net Edit Delete
cdn.whatsapp.net Edit Delete
web.whatsapp.com Edit Delete
=] Lib * useroam.com oam com Edit Delete
E
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4 - External Portal & WiFiDog
authentication template

From the left-hand menu, open Authentication Template and select the External Portal tab.
Enable WiFiDog Authentication, then create the template:

e Version: select Wifidog V1.

Authentication Template Name: useroan
Server URL: http://104.247.174.120/ruijie-cloud/
Permission Mode: select Do Not Permit.
Sending Source: leave as Default.



Ruijie | Cybrey Q Home & 0&M & Policy &= Object @ Network 1 System

Local Portal External Portal
(5]
I WiFiDog Authentication @ Create
%] on @ Version @ Wifidog VI Wifidog V2
=] WiFiDog Authentication Template 1 & The template has been referenced by authentication policy Useroan,
@ user urentction
Basic Info
Authentication Template | Name
© Server URL | http://104.247.174.120/ruijie-cloud/
Default SSID Configure SSID
I Service Settings
Basic Info
@ Authentication URL | http://104.247.174.120/ruijie-Clouc/
Permission Mode () (Temporary) Permit All (Temporary) Permit WeChat Only €@ Do Not Permit Permit All WeChat Traffic
& con . @ Sending Source @ Default Interface
ent Templ 7 Advanced Settings
@ s
Q st : Apply
2] Ceriicut

5 - Authentication policy (Edit
Authentication Policy)

As the final configuration step, go to Authentication Policy in the left menu and either add a new
rule or edit your existing guest policy:

e Name: useroam
Enabled State: set to Enable.

[ ]
e Src. Security Zone: select the zone your guest network belongs to (for example Guest ).
e Src. Address: any

Authentication Action: tick Authentication.
Authentication Template Name: select the useroam template you created in the
previous step and save.



Ruijie | Cybrey O Home ©o&M & Policy & Object @ Network £33 System

< Back Edit Authentication Policy

Name
(¥ Enabled State @) Enable Disable
[SEERE Description

Sre. Security Zone | Guest

Src.Address  any

Action @ Authentication Al cation-free

Authentication Template Name  useroam Go to Authentication Template

Save

6 - Forwarding logs to Useroam
(Syslog config)

So that guest internet traffic and hotspot session activity can be legally signed under Turkish Law
No. 5651, the logs must be forwarded to the Useroam Cloud server. In the Ruijie management
interface go to Advanced > Syslog and use the Add button to define a new syslog server:

e Syslog Server Status: set to Enable.
e Server IP: enter the Useroam Cloud IP address 104.247.174.120 .
e Server Port: 514 (the default syslog port).
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LOG Settings Storage Mgmt

DHCP logs can be displayed only after a DHCP server is configured and enabled. Note:When the fast SYSLOG forwarding feature is

(D The SYSLOG protocol can be used to send firewall logs to a third-party log analysis platform for unified storage, analysis, and process|
enabled. it will occupy bandwidth and affect existing network services. Exercise caution when performing the operation. If the log type includes logs generated on the forwarding plane, SYSLOG fast forwarding will be automatically enabled

Role Mgmt

S When the MGMT management interface is used as the SYSLOG log forwarding outlet, the normal forwarding mode is used by default and the fast forwarding is not supported

stion Coniig Fast SYSLOG Forwarding

[ Log Contie

NG SYSLOG Serverl Delete SYSLOG Server2
- e ServerIP | 104.247.174.120
T

Port 514
Overload Protection
Device SN Field Name

[ High Avaiabiliy

Standard Protoeol Version e3l6d @ ric5424 USER

@ syser Log Language Encoding = Default Format

Logs to Be Sent to SYSLOG Server

System Log  Edit Template

Session Log @ Edit Template

o

All Session Logs
end NAT Logs Only

Security Loz Edit Template

Save
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7 - Enable traffic reporting (Real-Time
Traffic)

In the Ruijie management interface go to Monitor > Network > Traffic. On the Real-Time
Traffic tab, switch Real-Time Traffic on.

Real-Time Traffic Traffic Statistics Interface Traffic

Menitor
& User
Security ~ Line Real-Time Traffic
& Network & Line Permitted Traffic Suppressed Traffic

UEDE All WAN Interfaces T 12.22Mbps L 92.14Mbps T Obps - Obps

E ,

ession Geo/1 1 12.22Mbps L 92.14Mbps 1 Obps L Obps
B Logs ~

Total: 2 Goto 1 10/page
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o Ugink  ® Downink
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@ Repor Al WAN Intettaces

8 - Enable traffic reporting (Traffic
Statistics)

On the same page open the Traffic Statistics tab and switch Traffic Statistics on.
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Why is this required? Without these two switches the device cannot report guests' download and
upload traffic to Useroam, and traffic shows as 0 on the Active Guests screen in the panel.

Important — integration complete

That's it. Useroam Cloud Hotspot and the legal 5651 syslog integration are now fully configured on
your Ruijie / Reyee gateway. Remember to update the Useroam panel whenever the device serial
number or WAN IP address changes, otherwise the integration will stop working. For assistance
during the process, contact our technical team at destek@useroamteknoloji.com.

Login with WhatsApp — firewall
allowlist (walled garden)

For the Login with WhatsApp flow to work while the guest is still behind the captive portal
(before internet access is granted), the following addresses must be allowed in your firewall or
walled-garden configuration. Without these rules the WhatsApp login screen will not open and the
automatic login based on delivery confirmation will not work.

Domains to allow (FQDN)

e * . wa.me

e *.whatsapp.com

e *. whatsapp.net

e g.whatsapp.net

e mmg.whatsapp.net
e fbsbx.com

e *_useroam.com



|IP addresses to allow

e 157.240.0.0 — Meta / Facebook network block
e 31.13.0.0 — Meta / Facebook network block
e 104.247.174.120 — Useroam panel

Note: 157.240.0.0 and 31.13.0.0 are typically /16 network blocks (Meta infrastructure); we
recommend defining them as blocks in the firewall ( 157.240.0.0/16 , 31.13.0.0/16 ).
104.247.174.120 is the Useroam panel IP ( /32 ). Use the domain list if your firewall supports FQDN-
based filtering; otherwise use the IP blocks.
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