pfSense Captive Portal
Entegrasyon Rehber!

Bu rehber, pfSense glvenlik duvarinin Captive Portal 6zelligi ile Useroam Cloud arasindaki misafir
hotspot entegrasyonunu adim adim anlatir. Misafir, pfSense'in misafir agina baglanir; telefonunda
Useroam karsilama sayfasi acilir (SMS, WhatsApp ve diger giris yontemleri); kimlik dogrulamasi
RADIUS ile Useroam'da yapilir ve misafir internete ¢ikar. Hiz, kota, oturum siresi ve gunlik bitis
saati Useroam panelindeki gruptan pfSense'e otomatik génderilir.

Baslamadan once: pfSense CE 2.7.0 / pfSense Plus 23.05 veya ustl, pfSense web
araylzlne yonetici erisimi ve pfSense'in internete ciktigi genel (dis) IP adresi gerekir.
Menu adlari surime gore kucuk farklar gosterebilir.

Useroam sunucu adresi her yerde 104.247.174.120'dir. RADIUS sunucusu, giris éncesi
izin listesi ve 5651 log hedefi bu IP ile yazilir. Baska bir adres kullanmayin.

Nasil calisir? pfSense'e Useroam'un hazirladigi kiicik bir portal sayfasi ylUklenir. Bu sayfa
misafiri Useroam karsilama sayfasina yonlendirir. Misafir giris yaptiktan sonra kullanici adi ve
sifre pfSense'e geri gdnderilir, pfSense de bunlari RADIUS ile Useroam'a sorar. pfSense'te
ayrica bir "harici portal" ayar yoktur; yéntem budur.

1 - Useroam Paneline Cihaz Ekleme

panel.useroam.com adresinden panelinize giris yapip Yeni Cihaz ekranini acgin.

Cihaz Tipi: pfSense secin.

5651 Loglama: pfSense loglarini Useroam'a gonderecekseniz (12. adim) acin.

Cihaz Adresi: [KRITIK ADIM] pfSense'in internete ¢iktigi genel (dis) IP adresini yazin.
pfSense bir modem/NAT arkasindaysa NAT'In cikis IP'si yazilir. Useroam cihazi bu IP'den
tanir; RADIUS istekleri de bu IP'den gelmelidir. ic IP'yi (192.168.x.x, 10.x.X.X) yazmayin.
Cihaz Adi: panelde goéreceginiz ad (6r. "Otel pfSense").

Kaydet digmesine basin.
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2 - Kurulum Bilgilerini Panelden Alma

Cihaz kaydedildikten sonra Ayarlar > Cihaz Ayarlar sayfasinda Kurulum sekmesini acin. Burada

iki sey alinir:

e Shared Secret: RADIUS sunucusu tanimlarken kullanilacak parola. Kartta yazan degeri

kopyalayin.

e Portal sayfasini indir: bu digme, cihazinizin kimligi icine yazilmis portal dosyasini (

portal.html ) indirir. Dosyanin icini degistirmeyin; 6. adimda pfSense'e yUklenecek.
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pfSense CE 2.7.0/ Plus 23.05

1. System > User Manager > Authentication Servers > Add: Type RADIUS, protokol PAP, Services Offered: Authentication and Accounting. Sunucu bilgileri:
104.247.174.120 - Authentication 1812 - Accounting 1813 - PAP - Shared Secret: PANELDEKI-SECRET

L

Services > Captive Portal: misafir aginin araylzQ icin bir zone ekleyin ve Enable Captive Portal segenegini agin.

Ayni ekranda Authentication Method: Use an Authentication backend, Authentication Server olarak 1. adimda eklediginiz sunucuyu segin. RADIUS Options altinda Send
RADIUS accounting packets (Interim update), Per-user bandwidth restriction, Traffic quota ve Use RADIUS Session-Timeout seceneklerini agin.

sinde uygulanir: otel hiz paketi satigi pfSense'te

w

Reauthenticate connected users every minute kapali kalsin. Bu ylizden grup ya da hiz dedisikligi misafirin bir sonraki
heniz desteklenmiyor.
Ayni numaranin kag cihazda agik kalacagini Concurrent user logins ayan belirler: tek cihaz igin Last login secin. pfSense bu sinin RADIUS'tan almaz.

.“

@ w

Portal page contents: Use custom captive portal page kutusunu igaretleyin ve bu dosyay yikleyin:

., Portal sa
7. Allowed IP Addresses listesine ekleyin (yén: To): 1e4.247.174.120

8. HTTPS login kapal kalsin.
9. 5651 icin Status > System Logs > Settings > Remote Logging: Firewall, Captive Portal ve DHCP loglarini gdnderin; misafir izin kuralinda Log secenedini agin. Hedef:
104.247.174.120:514

10. Test: misafir agina daha dnce baglanmamis bir telefonla baglanip http://neverssl.com adresini agin. Cihaz yeni eklendiyse portalin agilmasi 5 dakikayi bulabilir.

Template (@

3 - RADIUS Sunucusunu Tanimlama

pfSense'te System > User Manager > Authentication Servers sayfasina gidip Add digmesine
basin.
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e Descriptive name: Useroam
e Type: RADIUS

System / User Manager / Authentication Servers / Edit (7]

Users Groups Settings Change Password Authentication Servers

Server Settings

Descriptive name Useroam

Type RADIUS v

RADIUS Server Settings

Protocol PAP v

Hostname or IP address 104.247.174.120

Shared Secret

Disable Message Omit the RADIUS Message Authenticator attribute

Authenticator Removes the RADIUS Message Authenticator attribute from Access Requests. This option may be necessary for legacy systems (default: unchecked).

Services offered Authentication and Accounting ¥
Authentication port 1812
Accounting port 1813

Authentication Timeout 5

This value controls how long, in seconds the RADIUS server m

ake to respond to an authentication request. If left blank, the default value is 5

seconds. NOTE: If using an interactive two-factor authentication system, increase this timeout
and enter a token

to account for how long it will take the user to receive

RADIUS NAS IP Attribute WAN -203.0.113.10 hd

Ertar tha 1Dt innfar tha "MACID A Adrane” attrihitn dirina AN Annnee Daninete
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RADIUS Server Settings bélimunt séyle doldurun:

e Protocol: PAP

Hostname or IP address: 104.247.174.120

Shared Secret: 2. adimda paneldeki karttan aldiginiz deger.
Disable Message Authenticator: isaretsiz birakin.

Services offered: Authentication and Accounting

Authentication port: 1812, Accounting port: 1813
Authentication Timeout: 5

RADIUS NAS IP Attribute: internete cikan araylz (genellikle WAN ).

Save dugmesine basin.

Descriptive name Useroam

Type RADIUS v
RADIUS Server Settings
Protocol PAP v

Hostname or IP address 104.247.174.120

Shared Secret  «ieueee
Disable Message [C) Omit the RADIUS Message Authenticator attribute

Authenticator Removes the RADIUS Message Authenticator attribute from Access Requests. This option may be necessary for legacy systems (default: unchecked)
Services offered Authentication and Accounting v

Authentication port 1812
Accounting port 1813
Authentication Timeout 5
This value controls how long, in seconds, that the RADIUS server may take to respond to an authentication request. If left blank, the default valueis 5

seconds. NOTE: If using an interactive two-factor authentication system, increase this timeout to account for how long it will take the user to receive
and enter a token

RADIUS NAS IP Attribute WAN-203.0.113.10 bl

Enter the IP to use for the "NAS-IP-Address" attribute during RADIUS Access-Requests
Please note that this choice won't change the interface used for contacting the RADIUS server.

pfSense Netgate. View license.

4 - Captive Portal Bolgesi (Zone)
Olusturma

Services > Captive Portal sayfasinda Add ile yeni bir bolge ekleyin (6r. guest ). Ardindan
bdlgenin dizenleme simgesine basin.
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e Enable: Enable Captive Portal isaretli.

o Interfaces: misafir aginin bagl oldugu arayutz (6r. LAN ya da misafir VLAN"I).

e Idle timeout, Hard timeout, Traffic quota: bos birakin. Bu sinirlar Useroam
panelindeki gruptan gelir (13. adim).
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Rlisense

COMMUNITY EDITION

Services / Captive Portal / guest/ Configuration COo==zE20

Configuration MACs Allowed IP Addresses Allowed Hostnames Vouchers High Availability File Manager

—
Captive Portal Configuration
Enable Enable Captive Portal

Description

A description may be entered here for administrative reference (not parsed)

Interfaces WAN
LAN

Select the interface(s) to enable for captive portal

Maximum concurrent

connections Limits the number of concurrent connections to the captive portal HTTP(S) server. This does not set how many users can be logged in to the captive

portal, but rather how many connections a single IP can establish to the portal web server.

Idle timeout (Minutes)

Clients will be disconnected after this amount of inactivity. They may log in again immediately, though. Leave this field blank for no idle timeout

Hard timeout (Minutes)

Clients will be disconnected after this amount of time, regardless of activity. They may log in again immediately, though. Leave this field blank for no
hard timeout (not recommended unless an idle timeout is set)

Traffic quota

(Megabytes) Clients will be disconnected after exceeding this amount of traffic, inclusive of both downleads and uploads. They may log in again immediately, though

Leave this field blank for no traffic quota.

Pass-through credits per

MAC address. Allows passing through the captive portal without authentication a limited number of times per MAC address. Once used up, the client can only log in

with valid credentials until the waiting period specified below has expired. Recommended to set a hard timeout and/or idle timeout when using this for it
to be effective

Misafir araylzinde DHCP sunucusu acik olmali ve DNS Resolver/Forwarder calismalidir;
aksi halde misafir portali gdremez.

5 - Ayni Numaranin Cihaz Sayisi

Ayni bdlge sayfasinda Concurrent user logins ayari, bir numaranin ayni anda ka¢ cihazda acik
kalacagini belirler. pfSense bu siniri RADIUS'tan almaz; burada secilir.

e Multiple: sinir yok, ayni numara birden cok cihazda acik kalabilir.

e Last login (onerilen): numara baska bir cihazda girince dnceki cihazin oturumu kapanir
(tek cihaz).

e First login: ilk giren cihaz acik kalir, diger cihazlar giremez.

MAC filtering ve Pass-through MAC Auto Entry isaretsiz kalsin. Use custom captive portal
page kutusunu isaretleyin.
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Preserve users database [T Preserve connected users across reboot

If enabled, connected users won't be disconnected during a pfSense reboot

Concurrent user logins Last login v

Disabled: Do not allow concurrent logins per username or voucher.

Multiple: No restrictions to the number of logins per username or voucher will be applied

Last login: Only the most recent login per username or voucher will be granted. Previous legins will be disconnected

First login: Only the first login per username or voucher will be granted. Further login attempts using the username or voucher will not be possible while
an initial user is already active.

MAC filtering [C] Disable MAC filtering

If enabled no attempts will be made to ensure that the MAC address of clients stays the same while they are logged in. This is required when the MAC
address of the client cannot be determined (usually because there are routers between pfSense and the clients). If this is enabled, RADIUS MAC
authentication cannot be used.

Pass-through MAC Auto [CJ Enable Pass-through MAC automatic additions

Entry When enabled, a MAC passthrough entry is automatically added after the user has successfully authenticated. Users of that MAC address will never

have to authenticate again. To remove the passthrough MAC entry either log in and remove it manually from the MAC tab or send a POST from another
system. If this is enabled, the logout window will not be shown

Per-user bandwidth [J) Enable per-user bandwidth restriction
restriction

Use custom captive Enable to use a custom captive portal login page

portal page If set a portal. html page must be created and uploaded. If unchecked the default template will be used

HTML Page Contents

Portal page contents T No file

Upload an HTML/PHP file for the portal page here (leave blank to keep the current one). Make sure to include a form (POST to "SPORTAL_ACTIONS")
with a submit button (name="accept") and a hidden field with name="redirurl" and value="SPORTAL_REDIRURLS". Include the "auth_user" and
"auth_pass" and/or "auth_voucher" input fields if authentication is enabled, otherwise it will always fail
Example code for the form:
<form method="post" action="SPORTAL_ACTIONS">

<input name:

uth_user" type="text">

<input name="auth_pass" type="password">

<input name="auth_voucher" type="text">

redirurl” type="hidden" value="SPORTAL_REDIRURLS">

one" type="hidden" value="SPORTAL_ZONES">
<input name="accept" type="submit' value="Continue">

</form>

<input name:

<input name:

6 - Useroam Portal Sayfasini Yukleme

HTML Page Contents bdoliminde Portal page contents alanindaki Choose File diigmesiyle 2.
adimda indirdiginiz portal.html dosyasini secin. Auth error ve Logout sayfalarini bos birakin.
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Use custom captive Enable to use a custom captive portal login page

portal page If set a portal.html page must be created and uploaded. If unchecked the default template will be used

HTML Page Contents

Upload an HTML/PHP file for the portal page here (leave blank to keep the current one). Make sure to include a form (POST to "SPORTAL_ACTIONS")
with a submit button (name="accept") and a hidden field with name="redirurl" and value="SPORTAL_REDIRURLS". Include the "auth_user"and
"auth_pass" and/or "auth_voucher” input fields if authentication is enabled, otherwise it will always fail.
Example code for the form:
<form method="post" action="SPORTAL_ACTIONS">
<input name="auth_user" type="text">
<input name="auth_pass" type="password">
<input name="auth_voucher" type="text">
<input name="redirurl" type="hidden" value="SPORTAL_REDIRURLS">
"zone" type="hidden" value="SPORTAL_ZONES">
‘accept” type="submit" value="Continue">

<input name='

<input name='
</form>

Current Portal Page B LveView [ View Page Contents 2 Download ) Restore Default Page

Auth error page contents No file chosen
The contents of the HTML/PHP file that is uploaded here are displayed when an authentication error oceurs. It may include "SPORTAL_MESSAGES',
which will be replaced by the error or reply messages from the RADIUS server, if any.
Logout page contents Nb Sle chosen)

The contents of the HTML/PHP file that is uploaded here are displayed on authentication success when the logout popup is enabled

Authentication

Authentication Method Use an Authentication backend v

Select an Authentication Method to use for this zone. One method must be selected

- "Authentication backend" will force the login page to be displayed and will authenticate users using their login and password, or using veuchers.
- "None" method will force the login page to be displayed but will accept any visitor that clicks the "submit” button.

- "RADIUS MAC Authentication” methed will try to authenticate devices automatically with their MAC address without displaying any login page.

Authentication Server Useroam
Local Database

You can add a remote authentication server in the User Manager.
Vouchers could also be used, please go to the Vouchers Page to enable them

7 - Kimlik Dogrulama Ayarlari

Authentication bolimUnde:

Authentication Method: Use an Authentication backend

[ ]

o Authentication Server: 3. adimda eklediginiz Useroam

e Secondary authentication Server: bos birakin (hicbiri secili olmasin).
e NAS Identifier: bos birakin.
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Logout page coments [lLETY5 ) No file chosen:

The contents of the HTML/PHP file that is uploaded here are displayed on authentication success when the logout popup is enabled

Authentication

Authentication Method Use an Authentication backend v

Select an Authentication Method to use for this zone. One method must be selected
- "Authentication backend" will force the login page to be displayed and will authenticate users using their login and password, or using veuchers
- "None" method will force the login page to be displayed but will accept any visitor that clicks the "submit” button.
- "RADIUS MAC Authentication” methed will try to authenticate devices automatically with their MAC address without displaying any login page.

Authentication Server Useroam

Local Database
You can add a remote authentication server in the User Manager.
Vouchers could also be used, please go to the Vouchers Page to enable them
Secondary Useroam

authentication Server Local Database

You can optionally select a second set of servers to to authenticate users. Users will then be able to login using separated HTML inputs
This setting is useful if you want to provide multiple authentication method to your users. If you don't need multiple authentication method, then leave
this setting empty.

NAS Identifier

Specify a NAS identifier to override the default value (CaptivePortal-guest)

Reauthenticate Users [ Reauthenticate connected users every minute

If reauthentication is enabled, request are made to the server for each user that is logged in every minute. If an access denied is received for a user, that
user is disconnected from the captive portal immediately. Reauthentication requires user credentials to be cached in the captive portal database while a
user is logged in; The cached credentials are necessary for the portal to perform automatic reauthentication reguests.

Session timeout Use RADIUS Session-Timeout attributes
When enabled, clients will be disconnected after the amount of time retrieved from the RADIUS Session-Timeout attribute.
Traffic quota Use RADIUS pfSense-Max-Total-Octets attribute
When enabled, clients will be disconnected after exceeding the amount of traffic, inclusive of both downloads and uploads, retrieved from the RADIUS

pfSense-Max-Total-Octets attribute.

Per-user bandwidth Use RADIUS pfSense-Bandwidth-Max-Up and pfSense-Bandwidth-Max-Down attributes

restrictions When enabled, the bandwidth assigned to a client will be limited to the values retrieved from the RADIUS pfSense-Bandwidth-Max-Up and pfSense-

8 - RADIUS Secenekleri (Hiz, Kota, Sure)

[KRITIK ADIM] Asagidaki (ic kutu isaretli degilse pfSense, Useroam'un génderdigi hiz, kota
ve slre degerlerini yok sayar; misafir sinirsiz kalir.

e Reauthenticate Users: isaretsiz birakin.

e Session timeout: Use RADIUS Session-Timeout attributes isaretli. Grubun gecerlilik stresi
ve gunluk bitis saati bununla uygulanir.

e Traffic quota: Use RADIUS pfSense-Max-Total-Octets attribute isaretli.

e Per-user bandwidth restrictions: Use RADIUS pfSense-Bandwidth-Max-Up and pfSense-
Bandwidth-Max-Down attributes isaretli.

e MAC address format: Default
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NAS Identifier

Specify a NAS identifier to override the default value (CaptivePortal-guest)

Reauthenticate Users [[J Reauthenticate connected users every minute

If reauthentication is enabled, request are made to the server for each user that is logged in every minute. If an access denied is received for a user, that
user is disconnected from the captive portal immediately. Reauthentication requires user credentials to be cached in the captive portal database while a
user is logged in; The cached credentials are necessary for the portal to perform automatic reauthentication requests

Session timeout Use RADIUS Session-Timeout attributes
When enabled, clients will be disconnected after the amount of time retrieved from the RADIUS Session-Timeout attribute.
Traffic quota Use RADIUS pfSense-Max-Total-Octets attribute
When enabled, clients will be disconnected after exceeding the amount of traffic, inclusive of both downloads and uploads, retrieved from the RADIUS

pfSense-Max-Total-Octets attribute.

Per-user bandwidth Use RADIUS pfSense-Bandwidth-Max-Up and pfSense-Bandwidth-Max-Down atiributes

restrictions When enabled, the bandwidth assigned to a client will be limited to the values retrieved from the RADIUS pfSense-Bandwidth-Max-Up and pfSense-
Bandwidth-Max-Down attributes or from the comparable WISPr attributes.
MAC address format Default v

This optien changes the MAC address format used when performing a RADIUS authentication
Default: 00:11:22:33:44:55

Single dash: 001122-334455

IETF: 00-11-22-33-44-55

Cisco:0011.2233.4455

Unformatted: 001122334455

RADIUS Send RADIUS accounting packets.

If enabled, accounting request will be made for users identified against any RADIUS server.
Accounting Server Useroam v
You can add a Radius Accounting server in the User Manager.

Send accounting updates ' No updates O Stop/Start O Stop/Start ® Interim
(FreeRADIUS)

This field set the way Accounting Updates should be done :
-If "No updates’ is selected, then only one "Accounting Start” and one "Accounting Stop” request will be sent, when any user get connected and
disconnected

9 - Accounting (Oturum Kaydi)

Accounting bélimunde:

RADIUS: Send RADIUS accounting packets isaretli.

Accounting Server: Useroam

Send accounting updates: Interim. Useroam ara kayit sikligini 5 dakika olarak bildirir.
Accounting style: isaretsiz birakin (varsayilan).
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Cisco: 0011.2233.4455
Unformatted: 001122334455

RADIUS Send RADIUS accounting packets.

If enabled, accounting request will be made for users identified against any RADIUS server.
Accounting Server Useroam ~
You can add a Radius Accounting server in the User Manager.

Send accounting updates ' No updates O Stop/Start O Stop/Start @ Interim
(FreeRADIUS)

This field set the way Accounting Updates should be done :

-If "No updates’ is selected, then only one "Accounting Start" and one "Accounting Stop” request will be sent, when any user get connected and
disconnected

- If "Interim’ is selected, then "Accounting Update” requests will be send regularly (every minute) to the RADIUS server, for each connected user.

-In some rare cases, you would like to simulate users te disconnect and reconnect every minute (eg, to send an Accounting Stop then an Accounting
Start) instead of sending Accounting updates, this is the purpose of "Stop/Start" option. FreeRADIUS does not support this option very well, you should
select "Stop/Start (FreeRADIUS)" instead

Accounting style [ Invert Acct-Input-Octets and Acct-Output-Octets.

When enabled, data counts for RADIUS accounting packets will be taken from the client perspective, not the NAS. Acct-Input-Octets will represent
download, and Acct-Output-Octets will represent upload

Idle time accounting Include idle time when users get disconnected due to idle timeout

This setting change the stop time that will be send in the Accounting Stop request, when a user get disconnected after exceeding the idle timeout. If not
checked, the sent stop time will be the last activity time.

HTTPS Options

Login [J) Enable HTTPS login

When enabled, the username and password will be transmitted over an HTTPS connection to protect against eavesdroppers. A server name and
certificate must also be specified below.

Don't forget to enable the DHCP server on the captive portal interface! Make sure that the default/maximum DHCP lease time is higher than the hard timeout entered on this page.
Alsn. the NNS Forwarder or Resolver must be enabled for DNS lookuns by unauthenticated clients to wark

10 - HTTPS Secenekleri ve Kaydetme

HTTPS Options bdliminde Enable HTTPS login isaretsiz kalsin. Sayfanin altindaki Save
digmesine basin.
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If enabled, accounting request will be made for users identified against any RADIUS server
Accounting Server Useroam hd
You can add a Radius Accounting server in the User Manager.

Send accounting updates ) No updates O Stop/Start O Stop/Start @ Interim
(FreeRADIUS)

This field set the way Accounting Updates should be done:

- If "Nio updates’ is selected, then only one "Accounting Start” and one "Accounting Stop” request will be sent, when any user get connected and
disconnected

- If "Interim’ is selected, then "Accounting Update” requests will be send regularly (every minute) to the RADIUS server, for each connected user.
- In some rare cases, you would like to simulate users to disconnect and reconnect every minute (eg, to send an Accounting Stop then an Accounting
Start) instead of sending Accounting updates, this is the purpose of "Stop/Start” option. FreeRADIUS does not support this option very well, you should
select "Stop/Start (FreeRADIUS)" instead.

Accounting style Invert Acct-Input-Octets and Acct-Output-Octets

When enabled, data counts for RADIUS accounting packets will be taken from the client perspective, not the NAS. Acct-Input-Octets will represent
download, and Acct-Output-Octets will represent upload

Idle time accounting Include idle time when users get disconnected due to idle timeout

This setting change the stop time that will be send in the Accounting Stop request, when a user get disconnected after exceeding the idle timeout. If not
checked, the sent stop time will be the last activity time.

HTTPS Options

Login [CJ Enable HTTPS login

When enabled, the username and password will be transmitted over an HTTPS connection to protect against eavesdroppers. A server name and
certificate must also be specified below.

e the DHCP ser

e default/m;

aximum DHCP lease time is higher tha

vork

timeout entered on this page

Netgate. View license.

11 - Giris Oncesi Izinler (Allowed IP
Addresses

Misafir giris yapmadan 6nce Useroam karsilama sayfasina erisebilmelidir. Bolgenin Allowed IP
Addresses sekmesinde Add ile sunlari ekleyin:

e 104.247.174.120 (Useroam). Direction: Both ya da To.
e WhatsApp ile giris kullanilacaksa: 157.240.0.0/16 ve 31.13.0.0/16 (Direction: To).
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COMMUNITY EDITION

Services / Captive Portal / guest/ Allowed IP Addresses COo==zE20

Configuration MACs Allowed IP Addresses Allowed Hostnames Vouchers High Availability File Manager
——
IP Addresses Description Actions
=104.247.174.120 rdl
- 157.240.0.0/16 4]
. 31.13.0.0/16 il
— = Allconnections to the address are allowed, .- = All connections from the address are allowed, 2 = All connections to or from are allowed
+ Add
pfSense Netgate.

View license.

12 - 5651 Log Gonderimi

Status > System Logs > Settings sayfasinda Remote Logging Options bolimdine inin:
e Enable Remote Logging: isaretli.
e Remote log servers: 104.247.174.120:514

e Remote Syslog Contents: Firewall Events, DHCP Events ve Captive Portal Events
isaretli.

Ayrica Firewall > Rules altinda misafir araytzindeki izin kuralini acip Log packets that are
handled by this rule secenegini isaretleyin. Save ve Apply Changes.
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Log Retention Count

The number of log files to keep before the oldest copy is removed on rotation

Remote Logging Options

Enable Remote Logging Send log messages to remote syslog server

Source Address Default (any) h

This option will allow the logging daemon to bind to a single IP address, rather than all IP addresses. If a single IP is picked, remote syslog servers must
all be of that IP type. To mix IPv4 and IPv6 remote syslog servers, bind to all interfaces

NOTE: If an IP address cannot be located on the chosen interface, the daemon will bind to all addresses

IP Protocol IPv4 v

This option is only used when a non-default address is chosen as the source above. This option only expresses a preference; If an IP address of the
selected type is not found on the chosen interface, the other type will be tried

Remote logservers | 104.247.174.120514
Remote Syslog Contents [CJ Everything

[J System Events

Firewall Events

[CJ] DNS Events (Resolver/unbound, Forwarder/dnsmasq, filterdns)

DHCP Events (DHCP Daemon, DHCP Relay, DHCP Client)

[C] PPP Events (PPPoE WAN Client, L2TP WAN Client, PPTP WAN Client)

[ General Authentication Events

Captive Portal Events

[ VPN Events (IPsec, OpenVPN, L2TP, PPPGE Server)

[C) Gateway Monitor Events

[J Routing Daemen Events (RADVD, UPnP, RIP, OSPF, BGP)

[C] Network Time Protocol Events (NTP Daemon, NTP Client)

[J Wireless Events (hostapd)

Syslog sends UDP datagrams to port 514 on the specified remote syslog server, unless another port is specified. Be sure to set syslogd on the remote
server to accept syslog messages from pfSense.

13 - Gruplarda Hiz, Kota ve Bitis Saati

Useroam panelinde Gruplar ekraninda pfSense cihazina ait bir grup actiginizda pfSense Hiz ve
Kota Ayarlan karti gorinUr. Bos biraktiginiz alan icin sinir uygulanmaz.

indirme hizi1 / Yiikleme hizi: 10M, 512k gibi yazin.

Toplam kota (MB): indirme ve yukleme toplami. pfSense'te en fazla 4096 MB olabilir.
Bosta kalma (dk): bu kadar sure trafik olmazsa oturum kapanir.

Her guin bitis saati: bu saatte o gruptaki tim misafirlerin oturumu kapanir (6r. 12:00 ).
Otel misafirinde c¢ikis saati daha erkense o gecerli olur.

Gecgerlilik: grubun Ustlindeki stre alani oturumun en uzun suaresidir.
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saati daha erkense o gegerli olur.

(D) Bos biraktiginiz alanlar igin sinir uygulanmaz. Oturum siiresi yukandaki Gegerlilik alanindan gelir. pfSense'te kota en fazla 4096 MB olabilir; hizi 10M, 512k gibi yazin
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Grup degisiklikleri misafirin bir sonraki girisinde uygulanir. pfSense disaridan aninda
baglanti kesme komutu almadidi icin otel hiz paketi satisi pfSense'te heniiz desteklenmez.

14 - Test

Misafir agina daha 6nce baglanmamis bir telefonla baglanin ve tarayicida http://neverssl.com
adresini acin. Useroam karsilama sayfasi acilmali; SMS ya da WhatsApp ile giris yaptiktan sonra
internete cikmalisiniz. Cihaz panele yeni eklendiyse portalin acilmasi 5 dakikayi bulabilir.

Bagli misafirleri Status > Captive Portal sayfasinda gorebilirsiniz.
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Status / Captive Portal / guest COo==zE20
IP address MAC address Username Session start Actions
192.168.40.100 aabb:cc:dd:eeff SHIOOOXKAX 11/05/2026 17:43:57 ﬁ

T Disconnect All Users

pfSense Netgate. View license.

Sorun Giderme

Belirti Kontrol edin

Portal acilmiyor, sayfa beyaz ya da zaman asimi 11. adimda 104.247.174.120 izni; misafir arayuzinde
DHCP ve DNS; cihaz yeni eklendiyse 5 dakika bekleyin.

Portal agihyor ama giris "sifre hatali" diyor Shared Secret paneldekiyle ayni mi; panelde yazdiginiz
Cihaz Adresi pfSense'in gergekten internete ¢iktigi IP mi.

Hiz ya da kota uygulanmiyor 8. adimdaki Uc kutu isaretli mi; grupta deger var mi;
misafir degisiklikten sonra yeniden girdi mi.

Oturum bitis saatinde kapanmiyor Session timeout kutusu isaretli mi; pfSense saat ve saat
dilimi dogru mu (System > General Setup).

Ayni numara birden cok cihazda acik kalyor 5. adimda Concurrent user logins: Last login.

Panelde 5651 logu gérunmuyor 12. adimdaki Remote Logging ve misafir kuralindaki Log
secenegi.
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