Ruljie Entegrasyon Rehberi

1 - Useroam Panele Cihaz Ekleme

ilk olarak panel.useroam.com adresinden panelinize giris yapip Yeni Cihaz ekleyiniz.

e Cihaz Tipi: Ruijie seciniz.

e 5651 Loglama: 5651 Loglama kutucugunu aktif ediniz.

e Cihaz Seri Numarasi: [KRITiIK ADIM] Cihazinizin altindaki etikette veya araylizde yer
alan orijinal donanim seri numarasini bu alana eksiksiz giriniz. Ruijie entegrasyonunun
sorunsuz calismasi icin seri numarasi dogrulugu zorunludur.

e Cihaz Adresi: Cihazin dis dinyaya acilan aktif WAN IP adresini giriniz.

= e

Yeni Cihaz

S Cihaz Detaylan

Useroam Teknoloji LTD. STi.

Lutfen hesap seginiz
Cihaz Tipi
Ruijie

@D 5651 Loglama

Cihaz Seri Numaras!
Cihaz Adresi

Cihaz Adi

2 - Guvenli IP ?zin Listesi Ayarlar? (Allowlist
Dest. IP)

Ruijie cihazinizin yénetim araylzinde Ust mentden Object > User Authentication >
Authentication Settings yolunu takip ediniz. Allowlist sekmesi altinda Dest. IP secenegini
isaretleyerek Useroam Cloud sunucu IP adresini ( 104.247.174.120 ) ve hotspot servis aglarini izinli
olarak ekleyiniz.


https://panel.useroam.com

Ruijie | Cybrey QHome ©QO&M  @Policy = M Object @ Network £ System

Allowlist 550 Other Authentication Settings

@ Create [l Delete Q& Refresh

Sw.IP Dest.IP URL  Sre.MAC
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Allowlist Description Operation
i’ 104.247.174.120 - Edit Delete
157.240.0.0/16 - Edit Delete
31.13.64.018 - Edit Delete
31.13.24.0/21 - Edit Delete
179.60.192.0/22 . Edit Delete
185.60.216.0/22 - Edit Delete
102.182.96.0/20 . Edit Delete
129.134.0.016 - Edit Delete
69.171.224.0119 E Edit Delete
2 nLib 66.220.144.0/20 . Edit Delete
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[E] cen

3 - Guvenli Alan Ad? ?zin Listesi Ayarlar?
(Allowlist URL)

Ayni menu altindaki URL sekmesine gecis yapiniz. Kullanicilarin kimlik dogrulamasi yapmadan 6nce
erisebilmesi gereken *.useroam.com adresini izin listesine ekleyiniz. Ayrica, mobil cihazlarin arka
planda hotspot agini dogrulayabilmesi icin gerekli olan mesajlasma ve isletim sistemi captive alan
adi (Orn: WhatsApp aglari vb.) URL kurallarini tanimlayiniz.

Ruijie | Cybrey ©Home ©O&M  @Policy | &Object @ Network 3 System

Allowlist SSO Other Authentication Settings
= @® Create [l Delete & Refresh
Swc.IP DestIP URL ~ Sre.MAC
(@) Reg —
=]

Allowlist Description Operation
whatsapp.net - Edit Delete
whatsapp.com - Edit Delete
g.whatsapp.net - Edit Delete
vawhatsapp.net - Edit Delete

mmg whatsapp.net - Edit Delete

media.whatsapp.net - Edit Delete

static.whatsapp.net - Edit Delete

cdn.whatsapp.net - Edit Delete

web.whatsapp.com - Edit Delete
= m Lib *.useroam.com useroam.com Edit Delete
[E] cert
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4 - External Portal & WiFiDog Kimlik Do?rulama
?ablonu



Sol taraftaki meniden Authentication Template sekmesine giderek External Portal tabini
aciniz. WiFiDog Authentication 6zelligini aktif konuma getirdikten sonra sablonu olusturunuz:

e Version: Wifidog V1 seciniz.

e Authentication Template Name: useroam

e Server URL: http://104.247.174.120/ruijie-cloud/
e Permission Mode: Do Not Permit seciniz.

e Sending Source: Default olarak birakiniz.

Ruijie | Cybrey © Home & 0&M & Policy &= Object ® Network 1 System

Adares -
= Local Portal External Portal
I WiFiDog Authentication @ Create
(@) Region @ Version @ Wiidog V1 Wifidog V2
=] WiFiDog Authentication Template 1 @ The template has been referenced by authentication policy Useroam.
Basic Info
Authentication Template | Name
Tmp e © Server URL | http://104.247.174.120/ruijie-cloud/
i Default SSID Configure SSID
N I Service Settings
Basic Info
Auth 1 .
@ Authentication URL | nttp://104.247.174.120/ruijie-Clouc/
Permission Mode (Temporary) Permit All (Temporary) Permit WeChat Only © Do Not Permit Permit All WeChat Traffic
& @ Sending Source @ Default Interface
Content Tem 7 Advanced Settings
dress Libr Apply
[E] Cenificte

5 - Kimlik Do?rulama Politikas? (Edit
Authentication Policy)

Son asama olarak sol mentiden Authentication Policy alanina gelerek yeni bir kural ekleyiniz
veya mevcut misafir politikanizi dizenleyiniz:

Name: useroam

Enabled State: Enable konumuna getiriniz.

Src. Security Zone: Misafir aginizin bagli oldugu zone'u seciniz (Orn: Guest ).

Src. Address: any

o Authentication Action: Authentication secenegini isaretleyiniz.

o Authentication Template Name: Bir dnceki adimda olusturdugunuz useroam Sablonunu
secerek kaydediniz.
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Ruijie | Cybrey QHome ©O&M  GPolicy | 2Object @ Network P = (3] [C] 1) ® 2

Quick Onboarding ~ Policy Wizard  Customes e English  admin

< Back Edit Authentication Policy

Name

ice
9 Enabled State €) Enable Disable
[SEERE Description
@ "

Sre. Security Zone | Guest
v ment
Src.Address | any
User Tag
. Authentication Action @ Authentication Authentication-free

mport User

User Package M Authentication Template Name | useroam Go lo Authentication Template

Online User

\uthentication Domain

Authenication Policy

Authentication Templat

Authentication ngs

Authentication Server
[E] Content Identification Lib,
B content Tempie
=) Sceurity Rule Bas

< Library

2] Ceniticat

Save

6 - Loglar?n Useroam'a Yonlendirilmesi (Syslog
Config)

Kullanicilarin internet trafiginin ve hotspot oturum hareketlerinin 5651 sayili kanun kapsaminda
yasal olarak imzalanabilmesi icin loglarin Useroam Cloud sunucusuna aktarilmasi gerekmektedir.
Bu islem icin Ruijie yonetim araytzinde Advanced > Syslog menUsune gidiniz ve Add butonu ile
yeni bir syslog sunucusu tanimlayiniz:

e Syslog Server Status: Enable konumuna getirerek aktiflestiriniz.
e Server IP: Sunucu IP adresi alanina Useroam Cloud IP adresi olan 104.247.174.120 giriniz.
e Server Port: 514 (Varsayilan syslog portu).

Ruijie | Cybrey QOHome QO&M @R S Object @ Network 3 System e = & @ 2] ::] 2

Quick Onboarding  Policy Wizard  Customer e  English  admin

o= SYSLOG Settings Storage Mgmt

alysis platform for unified storage, analysis, and proces

(@ The SYSLOG protocol can be used to send firewall logs to a third-party 2. DHCP logs can be displayed only after a DHCP server is configured and enabled. Note:When the fast SYSLOG forwarding feature is

b 8 enabled., it will occupy bandwidth and affect existing network services. Exercise caution when performing the operation. If the log type includes logs generated on the forwarding plane, SYSLOG fast forwarding will be automatically enabled.
e When the MGMT management interface is used as the SYSLOG log forwarding outlet, the normal forwarding mode is used by default and the fast forwarding is not supported.
e i Fast SYSLOG Forwarding
S Log Contig
ot SYSLOG Serverl Delete SYSLOG Server2
- RS Server [P 104.247.174.120
B Sigrature Library Upgrade
Poit 514
@ Overload Protection
Device SN Field Name
] High Availabilty

Standard Protoeol Version e3l64 @ ric5424 USER

@ syser - Log Language Encoding = Default Format

Logs to Be Sent to SYSLOG Server

System Log  Edit Template

Session Log @ Edit Template

ion Logs
Only

Security Log Edit Template

Save



Onemli - Entegrasyon Tamamland?

Hepsi bu kadar! Ruijie / Reyee Gateway cihaziniz Uzerinde Useroam Cloud Hotspot ve yasal 5651
Syslog entegrasyon streclerinin tamami basariyla tamamlanmistir. Cihaz seri numarasi veya WAN
IP adresi degisikliklerinde entegrasyonun aksamamasi icin Useroam panelini guncellemeyi
unutmayiniz. Sirec esnasinda destek almak icin destek@useroamteknoloji.com adresi
Uzerinden teknik ekibimizle iletisime gecebilirsiniz.

WhatsApp ile Giri? — Firewall ?zin
Listesi (Walled Garden)

Misafir henuz internete cikmadan (captive portal / giris 6ncesi asamada) WhatsApp ile Giris
akisinin calisabilmesi icin, firewall veya walled-garden yapilandirmasinda asagidaki adreslere izin
verilmesi zorunludur. Bu izinler tanimlanmadan WhatsApp giris ekrani acilmaz ve teslim
(delivered) onayina dayali otomatik giris calismaz.

?zin verilecek alan adlar? (FQDN)

e *.wa.me

e * whatsapp.com

e * whatsapp.net

e g.whatsapp.net

e mmg.whatsapp.net
e fbsbx.com

e * useroam.com

?zin verilecek |IP adresleri

e 157.240.0.0 — Meta / Facebook ag blogu
e 31.13.0.0 — Meta / Facebook ag blogu
e 104.247.174.120 — Useroam panel

Not: 157.240.0.0 ve 31.13.0.0 tipik olarak /16 ag bloklaridir (Meta altyapisi); firewall'da blok
olarak (157.240.0.0/16 , 31.13.0.0/16 ) tanimlanmasi onerilir. 104.247.174.120 Useroam panel
IP'sidir ( /32 ). FQDN tabanl filtreleme destekleniyorsa alan adi listesi, desteklenmiyorsa IP bloklari
kullaniimalidir.
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